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Welcome to the Lionheart Educational Trust's termly E-safety update!

This is to support parents and students to stay safe online. This update will feature resources by the
National Online Safety organisation and these can also be found on our school websites.

A FREE ONLINE GUIDE ON STRONGER PASSWORDS

As we settle into the new academic term, students will be logging into our IT systems using their login
credentials given by the school. Students should regularly change their passwords and these need to
be strong passwords for their accounts to remain secure.

Year 7 will be talking about strong passwords in their Computer Science lessons and why its
important to regularly change them.

This guide provides some tips to discuss with your children about setting strong passwords for any
online accounts they create.

A FREE ONLINE GUIDE ON THE USE OF Al

The use of Al solutions is becoming extremely popular in Education. This is an excellent tool to use
when used properly. Al can be used on various datasets (such as digital books, articles and websites)
to learn patterns within the datasets. Al solutions can generate text, images, audio, video and code.

Itisimportant that students reference any use of Al in their work. Al should not replace the work
students are expected to do; however, it can be used to help students develop better understanding
of key learning principles within their subjects. Subject teachers will be able to provide further
guidance on this to students based on the course requirements. This guide provides details of risks
associated with the use of Al as well as how to use Al safely.

A FREE ONLINE GUIDE ON ONLINE CONTENT

The Internet is a great resource in education and has enabled students to access vast amounts of
online content. This include access to Apps that students use which are include user-generated
content. Due to the shear volume of content uploaded online, it is difficult to monitor and filter
content that is age appropriate.

The two guides provide tips for parents on how to keep children safe online and includes questions to
help start those important conversations.
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At National Online Safety, we belleve in empowering parents, carers and trusted aodults with the information to hold an Informed conversation about online satety with their children, should they feel
It s needed. This gulde focuses on one of many issues which we belleve trusted adults should be aware of. Please visht wwwi.natlonalonlinesafety.com for further guldes, hints and tips for odults.

Ten top tips for

STRONGER PASSWORDS

Pﬂml‘dl continue to be the most common wuytu prove our identity ‘online. A combination of a username and a
pu:swurd known only to the user provides access to our online accounts and dota - and hopefully keeps
unauthorized individuals out. As a security measure, though, passwords are relatively weak. Pecple are

often predictoble in how we choose our passwords, for example = making them less secure. With
increasing volumes of usernames and passwords being leaked online, what con we do to keep

our data more secure? Here are our top tips for stronger, passwords.
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Users of this guide do so ot their own discretion. No liability is entered into. Current as of the date of release: 22.03.2023
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Al solutions are becoming increasingly popular, Trained on vast datasets of text (such as books, articles and
websites) in order to leam patterns and relationships, Al solutions can generate text, images, audio,
video, code or synthetic data, and can be used for things such as crafting poams or books, creating

digital imagery or delivering video content. Recently there’s been significant discussion in
relation to the benefits and risks of Al selutions, with many undecided on whether it will be
a force for good or potentially reduce the need for some job roles,
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CREATE A SAFE ENVIRONMENT
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Not only should children supplement any use of software like Al Make yourself oware of any rules or guidance your

with additional resources such as books and reputable internet child’s school might have about the use of Al solutions. Most

sites, but t also should remember what they can learn from software is still extremely new, so many schools may not yet have
interaction with other people. Discussing things with teachers, 1 a policy, however, it's important to make sure your child is aware of
relatives and friends isn't just an imru ant and often invaluable how to use it appropriately and will be using it for the right reasons.
aspect of learning - it's an essential part of life, too. |
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ONLINE CONTENT

10 tips to keep your children safe online

The internet has transformed the ability to access content. Many apps that children mau%mm&mﬂmm
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Make accounts private and set
content filters and parental
controls where possible.

ENCOURAGE CRITICAL THINKING

Talk about what people might post
online and why some posts could
cause distress.

National

Online |

Safety Ifa child has been affected by something
#WakeUpWednesday they've seen online, seek SUPPOTE from YOUF S =

school's safeguarding lead.

www.nationalonlinesafety.com  Twitter - @natonlinesafety = Facebook - /NationalOnlineSafety Instagram - @NationalOnlineSafety

Users of this guide do so at their own discretion. No liability is ertered into. Current as of the date of release: 16.09.2020



At National Online Safety we believe in empowering parents, carers and trusted adults with the information they need to hold an informed conversation about online safety with their children, should they
feel it is needed. This guide focuses on one platform of many which we believe trusted adults should be aware of. Please visit www.nationalonlinesafety.com for further guides, hints and tips for adults.
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Sometimes it’s easy to assume we know why children choose certain
gamaes or apps. It can seem obvious, like the child interested in football
will be enthusiastic about the new FIFA game. But sometimes it can be
more subtle than that. It could be that it’s an outlet for their creativity
or it might be that they like the look of the main character. Learning
their motivation and knowing why they like it can help advising them
on how to use it safely and help you discuss the pros and cons.
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CULTIVATE A BLAME FREE CULTURE

e 4 Showing an interest in what children are accessing online is a great
kS opportunity for you to learn something new as well. Children on the

whole love sharing their experiences so by asking them to teach you
how to use an app or play a game is not only a great way to bond, but
you will also feel more empowered to talk about it. It is easy to shy
away from conversations when the child perhaps knows more about
the subject content than you do. This can help to turn this around.

R BN
USE SCHOOL MESSAGING

Starting a conversation by sharing something that you've seen or that has made you
feel uncomfortable can be a great opener. Talking about your own feelings can help
children realise that it isn't just them - adults can be affected too. You can then go into
how you coped with it therefore indirectly giving children advice on how they can
also cope in uncomfortable situations. You can also explain that the reason that
you've chosen to talk to them about it is because talking helps. Children will hopefully
be able to see the parallels in the experiences and mimic your behaviour in future.

Many children may know what online risks are and will happily explain
the potential dangers. Listen and try not to be overly shocked if they tell
you something that disturbs you. This can then lead nicely into you asking
the question about what steps they are taking to look after themselves or
what help they could seek if something goes wrong. Sometimes it’s just
nice to know that your children know the dangers and have taken steps to
help reduce the risk for themselves - this is the ultimate goal.

ASKABOUT RESPONSIBILITIES

It could be that you really do have a friend at work who is debating
whether or not to let their child do something online, or it could be
that you're bending the truth slightly, but hopefully the outcome
would be the same. Don't be afraid to ask others for advice. Not
only why they should let the child use it, but also what would they
tell the child to be aware of. What are the risks? This will help you
understand the risks yourself and what to look out for in future.

Meet our expert

Heather Cardwell is a practising Online Safety Lead and senior school Sometimes it's hard to know what to warn children about. If there is a new app or
leader who is passionate about safeguarding children online and game that your child has come across recently, ask them what they think their
educating themaround online risks. She has over 10+ yearsasa Lj teacher would say about it. What advice would school give them? What have they
Computing Lead and has successfully developed and implemented a been told about trusting people online or about fake news? Finding this out would
whole school approach to online safety in schools, delivering online safety g be a good way to hear.what advice they were given at §choo| an_d help you reiterate
training to both school staffand parents and helping to roll-out a bespoke the same message. Quick reminders about what to do if something makes them feel

online safety policy across her local network of education settings. uncomfortable or who their trusted adults are can make all the difference.
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